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Abstract— Heterogeneous clustered sensor networks (HCSNs)
help meet the cost, lifetime, and scalability requirementsof real
applications. However, the security solution should be reconsid-
ered for their unique properties, such as uneven resources and in-
network processing. In this paper, we provide a resource oriented
security solution (ROSS) to protect the network connectivity of
HCSNs. ROSS is a robust security solution that is embedded
into network layer operations, resulting in in-depth defense
against attacks from both external attackers and compromised
nodes. Through security analysis and performance simulation,
we demonstrate that ROSS not only achieves the predefined
security goals, but also allows a tradeoff between securityand
performance cost.

Index Terms— Heterogeneous sensor network, tiered architec-
ture, secure data dissemination, multifence defence.

1. INTRODUCTION

In recent years the successful deployment experience is
pushing sensor networks beyond simple “sample and return”
applications. Because constructing heterogeneous sensornet-
works allows the right components to be brought to bear on
the individual application tasks, many applications will require
a mixture of heterogeneous nodes. Generally, heterogeneous
sensor networks contain two or more different types of nodes
with varying levels of battery energy, computational and
communication capabilities. These nodes are often organized
into clusters to allow for scalability of MAC and routing. Large
nodes usually act as cluster heads (CHs) and form a multihop
communication backbone to carry aggregated traffic, while
small nodes act as cluster members (CMs) which transmit
sensing data to CH directly [1].

Wireless sensor networks are vulnerable to a wide range of
security attacks [2]. For many mission-critical applications,
security support should be an indispensable part of these
networks. This paper aims to protect network connectivity of
HCSNs from malicious attacks, which is the basis to support
any network security services.

Up to now, many network layer security protocols have
been proposed for homogeneous sensor networks and mobile
ad hoc networks(e.g., [3]- [10]). However, compared with
these networks, HCSNs have some unique properties, such
as uneven resources and in-network processing, which cause
them vulnerable to many new security threats. For example,
because CHs are responsible for critical functions such as

Manuscript received March 20, 2007; revised October 19, 2007. This work
is partly supported by China NSF grants (60573131, 60673154, 60721002),
Jiangsu Provincial NSF grants (BK2005208, BG2007039), andChina 973
project (2006CB303000).

X. Cao and G. Chen are with the State Key Laboratory of Novel
Software Technology, Nanjing University, Nanjing 210093,China (email:
xmcao@dislab.nju.edu.cn; gchen@nju.edu.cn).

data aggregation and routing in HCSNs, attacks involving
CHs are particularly damaging. Ferreira et al. [6] and Su et
al. [7] devise uniform security protocols for homogeneous
cluster sensor networks which rotate the role of a CH over
all the nodes. However, for HCSNs, it is convenient to exploit
various security mechanisms to achieve security requirements
of different nodes.

Several existing works(e.g., [11]- [13]) have considered
security issues in heterogeneous sensor network. Traynor et
al. [11] propose an unbalanced hybrid pair-wise key estab-
lishment scheme for heterogeneous sensor networks. Oliveira
et al. [12] propose solution that is suitable for networks
with an arbitrary number of levels. However, this solution
protect the network from attacks by outsiders only. In [13],
Bohge and Trappe provide an authentication framework for
hierarchical ad hoc sensor networks. This framework is based
on Perrig’sµTESLA [4] which to some extent also supports
our contribution.

In this paper, we present the representative attacks against
HCSNs and then propose ROSS to protect the network layer
from these malicious attacks. The solution is designed to
efficiently adapt to the underlying uneven resources, function-
ality and security requirements of different nodes. The design
principle of ROSS is to perform heavy-duty computations at
the base station (BS) and CHs, and minimize the role of
CMs in dealing with security issue. More precisely, ROSS
is a robust security solution which encompasses prevention,
detection, and reaction mechanisms to defense against both
external attackers and compromised nodes. We demonstrate
the effectiveness of ROSS through both analysis and simula-
tion results.

The rest of this paper is organized as follows: in Section II
we give the statement of ROSS; in Section III we provide a
detailed description of ROSS; in Section IV we analyze and
evaluate the effectiveness of ROSS; in Section V, we discuss
related work. Finally, conclusion is given and the future work
is also pointed out in Section VI.

2. ROSS STATEMENT

2.1. Network Model

There are three key points that differentiate HCSNs from
conventional sensor networks:

1) Different types of nodes have varying levels of battery
energy, computational and communication capabilities.

2) Sensors do not communicate with each other. They
transmit sensing data directly to their CH.

3) Large nodes aggregate sensing data and relay them via
a separate, higher-capacity multi-hop network.
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Fig. 1. Network and communication model of ROSS

Fig. 1 illustrates the network and communication model of
ROSS. This architecture consists of three classes of wireless
devices: high-power BS that routes received packets via radio
links to the wired infrastructure, medium-powered large nodes
that aggregate data and relay information from sensor nodes
to BS, low-powered sensor nodes that have limited resources.
We assume that large nodes are deployed uniformly in the
whole region acting as CH of one sub-region. Each sensor
node has a one-to-one relationship with its CH, and is part of
exactly one cluster at a time. We also assume that all nodes
are loosely time synchronized, and the network has sufficient
redundancy, such that the attacker can not compromise all the
nodes within a certain transmission range.

2.2. Attack Model and Security Goals

The malicious nodes can be either external nodes that do
not know the cryptographic keys, or compromised nodes that
possess the keys. A malicious node can perform attacks by
itself or using arbitrary collusion with other nodes. Karlof et
al. [3] give a general summary of attacks against homogeneous
sensor networks. However, in HCSNs, several popular attacks
could be enhanced to attack CHs, such as hello flood, sinkhole
attack, black hole attack, select forward, and denial of service
attacks. For example, the attacker broadcasts the bogus routing
information and pretends to be a CH. Then, sensors send the
sensing data to this attacker. The attacker can isolate BS by
compromising the neighbor CHs of BS. Once all neighbor
CHs of BS have been compromised, the sensing data could
not be transmitted to BS and this make BS become a black
hole. Moreover, attackers could send the redundant sensing
data with large size to consume the energy of CHs.

There are three primary goals for ROSS: first, to ensure that
the data received by BS is sent by an approved node; second,
to verify that the data hasn’t been modified on its way to the
BS; third, to detect and isolate compromised nodes in time.

2.3. Assumption and Notations

In this work we largely neglect security threats in the
physical layer and link layer. Such lower-layer attacks can
be limited by mechanisms such as spread-spectrum tech-
nology, WEP protocol, and link layer misbehavior handling
mechanisms [14]. We assume that multiple attackers may co-
exist in the network, and several attackers may even collude

with each other. However, we assume that each group of
colluding attackers has less thanm nodes, wherem is a design
parameter (to be introduced in Section III).

While tamper resistance might be a viable defense for
physical node compromise, extremely effective tamper re-
sistance tends to add significant per-unit cost. Since sensor
nodes are intended to be very inexpensive, we only assume
BS has such ability. If an adversary compromises a sensor
or a large node, all key material, data, and code stored on
that node can be securely preserved from adversary only for
a certain period of time. We also assume that the BS and
large nodes have a certain degree of capacity for intrusion
detection. They can monitor and perceive the invasions in the
given sub-regions. Since intrusion detection may also incur
extra computation overhead and energy consumption, we don’t
assume that sensor nodes have such capability. Finally, before
all nodes are deployed into the network, the initial keys and
certificates are already pre-distributed by the off-line trusted
third party (TTP).

The notations that are frequently used in the paper are
summarized in Table I.

TABLE I

NOTATION

Label Meaning

A, B Label of large nodes

a, b Label of sensors

M1||M2 Message that combines M1 and M2

NA Nonce produced by A

KA+, KA− A’s public key and private key

CertA A’s public key certificate

KAB Authentication key shared by A and B

{M}KA+ Encryption of M with keyKA+

[M ]KA− Digital signature of M signed byKA−

F (M) Message digest of M

computed by hash function

HMAC(k, M) Message authentication code of M

generated with authentication key k

QUERY Query packet identifier

REPLY Reply packet identifier

DATA Data packet identifier

2.4. Overview of ROSS

According to nodes’ functionalities and capacities, ROSS
splits HCSNs into two layers: inter-cluster layer and intra-
cluster layer. Different security mechanisms are providedto
achieve security services at corresponding levels.

• Inter-cluster layer security mechanisms
A mix-key cryptography mechanism is used to pro-
tect inter-cluster communication. That is, asymmetric
encryption scheme is employed to achieve the entity
authentication and session key establishment. Keyed-hash
message authentication code(HMAC) is used to verify the
integrity and authenticity of aggregated data. Besides, a
collaborative reaction approach is used in this layer to
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discover the occasional intrusions and take reactions to
avoid persistent adverse effects.

• Intra-cluster security mechanisms
In intra-cluster layer, ROSS adopts the concept of one-
way hash chain proposed by theµTESLA protocol [4] to
verify integrity and authenticity of sensing data. In addi-
tion, each CH maintains cluster member table (CMT) in
a centralized way and isolate suspicious CM by deleting
its item in this table.

3. DESCRIPTION OFROSS

3.1. Inter-cluster Security Mechanisms

3.1.1) Certificate Management:In inter-cluster layer, each
CH A is pre-distributed withKA+, KA−, CERTA and
KBS+ by an off-line TTP. The certificate of nodeA can be
expressed as:CERTA = [A‖KA + ‖Tsign‖Texpire]KBS−.
Each certificate has the same period of validity, i.e,Texpire −
Tsign. The BS acts as certificate authority (CA) and is pre-
distributed with itsKBS+, KBS−, CERTBS , as well as a
public key binding table which consists of IDs and public key
of all large nodes in the network.

During inter-cluster communication, each CH must possess
a valid certificate in order to interact with other CHs and
participate in communication. Before a normal communication
between any pair of CHs, it is essential for both nodes to
verify each other’s certificate and obtain its public key. Then
they will generate and distribute a secret session key for this
communication.

The BS is responsible for certificate renewal. In order to
avoid synchronized certificate renewal requests, we introduce
randomization in the timers that they associate with such re-
quests. Instead of requesting certificate renewal exactly before
Texpire, the node randomly picks up a valueTexpire′ with
uniform distribution over [0.2×Tsign+0.8×Texpire, Texpire].

In ROSS, the certificate of a convicted malicious large node
will be revoked. The BS maintains a certificate revocation
list (CRL) to record the revoked certificates. The basic idea
is to evaluate the suspiciousness of each large node based
on the alarms from neighbor nodes. The large nodes with
high degree of suspiciousness will be considered as being
compromised. We measure the suspiciousness of a large node
with the number of alarms against it. Whenever a neighbor
node determines that a particular large node is compromised,
it reports an alarm to the BS. Since malicious nodes may report
many alarms against benign large nodes, we limit the number
of alarms each large node can report to mitigate this effect.The
BS maintains an alarm counter and a report counter for each
large node. The alarm counter records the suspiciousness of
this large node, while the report counter records the number
of alarms this node reported and accepted by the BS. For
example, if nodeA perceives a wrong behavior taken byB,
it will label B as a suspect node and then sent an alarm about
B to BS as follows:

A : M = Alarm(B)‖NA

A → BS : A‖M‖[F (A‖M)]KA−

A

B

T

BSTS

B

A

BS

S

KMAFMABSA

KMBFMBAB

KMTFMTBT

KNNREPLYMT

KMBFMBTB

KMAFMABA

KMBSFMBSABS

NQUERYMBS

)]'||([||'||:

)]'||([||'||:

)]'||([||'||:
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Fig. 2. The sequence of authenticate routing packets exchange

Once the BS receives this alarm, it checks if the report counter
of A has not exceed a thresholdβ and B is not revoked. If
this is false, the BS ignores this alarm; otherwise, it increases
both the alarm counter ofB and the report counter ofA by 1.
Then the BS checks if the alarm counter ofB exceeds another
thresholdm. If yes, the BS will put the certificate ofB in its
CRL. When one certificate reaches its expiration time, the BS
will clear this certificate from its CRL. Note that the alarm
from a revoked large node will still be accepted by the BS if
its report counter does not exceed thresholdβ and the target
node is not revoked. The purpose is to prevent malicious nodes
from reporting a lot of alarms against benign nodes and having
these benign nodes revoked before they can report any alarm.

The BS should send the latest CRL to benign large nodes
periodically. In order to reduce communication overhead, we
extend the aforementioned certificate renewal reply packet
by CRL, so the certificate renewal reply packet that the BS
generates and sends towards large nodeB is as follows:

BS → B : B‖{CERT new
B ‖CRL}KB+

3.1.2) Authenticated On-Demand Routing Setup:In ROSS,
we consider on-demand routing protocols which are preferable
to dynamic environment. The widely cited directed diffusion
protocol [15] and geographic and energy aware routing proto-
col (GEAR) [16] are popular representatives of this category,
where routing packets should be checked or changed in a
hop-by-hop fashion. Digital signature is used to authenticate
routing packets. Assuming that the route from the BS to the
target CHT is BS → A → B → T , Fig. 2 illustrates the for-
mat and sequence of authenticated routing packets exchange.
The QUERY packet sent by the BS contains a nonce and a
signed message digest. Upon receiving the QUERY, the node
decrypts and verifies the freshness, origin and integrity ofthis
packet. If all of these verifications are successful, the node will
pick the next hop node among its neighbor nodes according to
specific routing strategy, modify the packet according to the
illustration, and send it to the selected neighbor. On receiving
the QUERY packet, the destinationT will broadcast it within
its cluster, then collect and aggregate the feedback data. After
that,T will generate and sign a RELAY packet and unicast it
back to the BS by the reverse path. When the route discovery
course has completed, the BS and nodeT will compute a pair-
wise session keyKBsT by executing one-way hash function
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F (NS ||NT ) respectively. SinceNT is encrypted withKBS+,
NT is secret to all nodes along the route except the BS and
T .

3.1.3) Authenticated Data Forwarding:In the packet for-
warding phase,T collects and generates DATA packet and
then sends it to BS by the reverse path.The DATA packet is
conducted as follows:

DATA‖NT‖ HMAC(KBsT , DATA‖NT )

3.2. Intra-cluster Security Mechanisms

We assume that all sensors and large nodes are pre-
distributed with a network-wide secret keyKs. There is a time
delay Tresist for capturing a sensor and obtaining the secret
key from it. Therefore those nodes which are set up at the
same time must be reliable in the time period ofTresist. In this
initial stage,Ks is used for the establishment of authentication
keys that are shared between each CM and its CH, while in the
latter stage it is used for authentication local broadcast issued
by CH. After the initial stage, each CH will obtain a CMT,
which consists of IDs and pair-wise authentication key shared
with all valid CMs in its cluster.

We also assume thatT is the CH of one sub-region,t is a
CM in that region, and the authentication key shared betweent
andT is KTt. Whent sends the sensing dataD to T , T needs
to verify D to avoid forwarding the fake or redundant data sent
by attackers. Because sensing data are usually periodically sent
from t to T , the generation of HMAC for each sensing data is
a heavy and time-consuming load fort and not practical for
WSN. Therefore, we adopt the concept of one-way hash chain
proposed by theµTESLA protocol [4] as session keys. First,t
generates a sequence of numbersnt

0
, nt

1
, nt

2
, ..., nt

k−1
, nt

k, such
that (nt

i−1
) = F (nt

i), whereF is a one-way function ,0 <
i < k , andnk is chosen randomly. Thent sendsnt

0
which

is encrypted with the pairwise keyKTt to T . When t sends
its first D message, that message contains a one-way hash
chain numbernt

1
. When T receives this message, it verifies

the one-way hash chain number in the message by checking
if nt

0
= F (nt

1
). If such a match is found,T assumes that

the message has been generated fromt. T then caches the
one-way hash chain number it just received, and process the
message; otherwise the message is dropped. Whent sends
ith D message, it attachesnt

i. WhenT gets this message, it
will use its cached one-way hash chain number to verify the
message.

Furthermore, for those applications that concern about if
certain event had occurred, our scheme requires that only when
T collects at leastτ + 1 legal reports (including itself) which
are agreed on the same report should the sensing dataD be
considered a valid report, otherwise the CHT will simply
refuse to forward the report. Hereτ is a security threshold
based on the security requirements of the application under
consideration and the network node density. For example,
at leastτ + 1 neighbor nodes should agree that the local
temperature is higher than150F for a valid report to be sent to
the BS. Thus, ifτ > 0, an adversary cannot cause a false fire
alarm by compromising just one mote. However, this threshold
mechanism does not adapt to those applications which are

Fig. 3. Increasing detection probability by collaborativeconsensus

Fig. 4. Decreasing false alarm probability by collaborative consensus

interested in what had happened and require the precise data,
such as target localization and tracking.

3.3. Analysis of Alarm Threshold

In ROSS, we use threshold (i.e. “m out of N ”) strategy as
the consensus criteria for misbehavior detection. LetP1 andP2

denote the detection and false alarm probability of individual
monitoring results, respectively. With collaborative consensus,
the detection probability is:

PD =

N∑

k=m

(N
k )P k

1
(1 − P1)

N−k

Meanwhile, the false alarm probability is:

PF =

N∑

k=m

(N
k )(1 − P2)

kPN−k
2

The above equations are visualized in Fig. 3 and Fig. 4.
By choosing an appropriate value form, one can increase
detection probabilityPD and decrease false alarm probability
PF simultaneously. The selection ofm represents a tradeoff
between the prompt reaction to the attackers and the protection
of legitimate nodes from false accusation. We will study the
impact of different schemes in future work.

4. SECURITY ANALYSIS AND SIMULATION RESULTS

4.1. Security Analysis

4.1.1) External Attacks: In inter-cluster routing setup
phase, one-way hash function and digital signature are ex-
ploited to provide authentication, message integrity, andnon-
repudiation services. Particularly, the message digest ofevery
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packet is signed and verified in a hop-by-hop fashion during its
transmission, so an external attacker cannot fabricate, modify
or inject routing information without being detected. Because
each packet also contains a nonce, replay attacks can also
be detected. In inter-cluster data packets delivery phase,on
the other hand, HMAC is used to verify both the integrity
and the authenticity of sensing data. In particular, the sender
computes an HMAC over the packet with a pairwise session
key and includes the HMAC with the packet. HMAC is
hard to be forged without the secret key. This implies if an
external attacker alters a valid message or injects a bogus
message, he cannot compute the corresponding HMAC value,
so authorized receivers will reject this message. Therefore,
most external attacks against inter-cluster communication are
effectively prevented.

During intra-cluster data collection phase, the light-weight
one-way hash chain mechanism is adopted as session key. With
this mechanism, CHs could check if sensing data packets are
from the claimed source node, and if they are modified by
other nodes. So external attacks against intra-cluster commu-
nication can be detected locally and timely.

4.1.2) Internal attacks: Internal attackers may control
everything of the compromised nodes, such as the private
keys or secrets shared with other nodes. Therefore, even with
cryptographic primitives, the internal attackers can still pass
authentication and generate correct digital signature or HMAC
for modified or fabricated packets. The security solution
should ensure that each node indeed forwards proper packets
according to its routing table. In ROSS, this is achieved by
the reactive mechanisms.

In the stage of inter-cluster packets delivery, internal at-
tackers are either prevented by periodical certificate renewal,
or detected and isolated by collaborative certificate revoca-
tion mechanism. On the other hand, in the intra-cluster data
collection stage, sensor nodes don’t have intrusion detection
capability for their limited resources. However, CH should
maintain cluster member table in a centralized way and isolate
suspicious node by deleting its item in that table.

4.2. Energy Cost Evaluation

Energy consumption is one of the most important factors in
sensor network. The two components that make an impact on
energy cost are the CPU and the radio.

Asymmetric algorithms (e.g. RSA, ECC) require more
computation than equivalently strong symmetric ones. For-
tunately, in ROSS, asymmetric cryptography algorithm is
used by BS and large nodes in the phases of certificate
management and routing setup. Moreover, Wander et al. [17]
quantify the energy cost of asymmetric cryptography on an 8-
bit microcontroller platform. Their analysis suggests that the
use of ECC can lead significant energy savings than RSA.
Meanwhile, its smaller keys and certificates lead to significant
savings in asymmetric-key communication costs. In general,
hash functions (e.g. MD5, SHA-1) are the least complex of
the cryptographic algorithms, and should intuitively incur the
least energy cost. For example, when implemented on 8 bit AT-
megal128L microprocessor, MD5 takes4.5µJ/B and SHA-1

takes5.9µJ/B [18]. Any iterative cryptographic hash function
may be used in the calculation of an HMAC. However, HMAC
is observed to be more compute-intensive than hash algorithms
without secret key (9µJ/B on ATmegal128L microprocessor).

The communication overhead of ROSS comes from both
cryptographic mechanisms and reaction mechanisms. In
ROSS, the length of nonce, HMAC and signed message digest
are 16b, 32b and 64b, thus the overhead of intra-cluster data
packet, inter-cluster data packet and routing packet are 32b,
48b and 80b. Now let us consider the energy cost of intra-
cluster communication. We assume that the payload of intra-
cluster data packet is 29B, because the costs of receiving and
transmitting one byte of Mica2 are28.6µJ and59.2µJ [18],
then receiving one 33B packet (including 4B HMAC) costs
33∗28.6µJ = 0.94mJ and transmitting one 33B packet costs
33 ∗ 59.2µJ = 1.95mJ .

4.3. Simulation Results

In this paper, we use the ns-2 simulator [19] to simulate
and compare performance overhead among large nodes with
or without security mechanisms. The MAC layer used for this
simulation is the distributed coordination function (DCF)of
IEEE 802.11, GEAR is adopted as the foundational routing
protocol of ROSS, and HMAC is implemented with MD5
algorithm. The simulation parameters are given in Table II.

TABLE II

SIMULATION PARAMETERS

Parameter Value

Network coverage (60,60)∼ (200, 200)m2

Base station location (0, 0)

Large nodes 30 ∼ 100

Radio propagation speed 3 × 108 (m/s)

Radio speed 1Mbps

Initial energy 2J

Routing packet size 36B

Data packet size 512B

In the first experiment, we measure average route setup
latency and average end-to-end packets transmission delayof
GEAR and ROSS. We assume the routing packet processing
delay is 2ms. The computing delay of MD5 has been set at
74µs according to [18]. Each session generated 10 data packets
of 512 bytes each at the rate of 2 packets per second. The
simulation results are shown in Fig. 5 and Fig. 6.

Fig. 5 shows that the average route setup latency for ROSS
is approximately double that for GEAR. In comparison with
GEAR, while processing ROSS routing control packets, each
node has to verify the signature of the previous node, and
then generate and replace this with its own signature. Both
signature generation and verification cause additional delays
at each hop, which increase the latency of route setup.

Fig. 6 shows that the average end-to-end data packet trans-
mission delays of GEAR and ROSS are almost identical. For
the reason that the percentage of route control packets is small,
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Fig. 6. Average End-to-End Delay of Data Packets

so route setup latency only has little influence on end-to-end
data packets delay.

In the second experiment, the network coverage area is fixed
as 200m by 200m square with100 nodes. This experiment
compares the impact of GEAR and ROSS on network lifetime
with or without attack traffic. The network lifetime is simply
defined as the time elapsed until the last node depletes its en-
ergy. The attack traffic is assumed as that there are ten percent
of nodes compromised by the attacker, and these compromised
nodes as well as three external attackers consume the energy
of other nodes by randomly injecting spurious data packets.
The relationships between the number of total alive nodes and
simulation time are shown in Fig. 7. The result shows that
GEAR is the best one with longest network lifetime, but the
network lifetime is obviously decreasing when GEAR is under
attack (GEAR-ATT). The cryptographic operations of ROSS,
such as certificate and key management, encryption primitives,
cause some energy consumption. However, the simulation
result of ROSS-ATT is much better than GEAR-ATT because
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Fig. 7. The relationship between the number of alive nodes and time

ROSS can detect and isolate compromised nodes, and drop
abnormal packets as well.

5. RELATED WORK

The main network-layer operations in WSNs are ad hoc
routing, data aggregation and data forwarding, which interact
with each other and fulfill the functionality of delivering
packets from the source to the destination. Up to now, many
network-layer security protocols had been proposed for ho-
mogeneous sensor networks and mobile ad hoc networks. A
thorough analysis of attacks against routing protocols in sensor
networks and possible counter measures is given in [3].

Most secure routing protocols [4]- [6] attempt to prevent
attackers from launching attacks in the first place, typically
through various cryptographic techniques. SPINS [4] ad-
dresses secure communication in resource constrained sensor
networks, introducing two low level secure building blocks,
SNEP andµTESLA. We leverage some of these concepts to
implement robust multi-hop routing for HCSNs. In particular,
ROSS utilizes keyed message authentication codes (HMAC)
similar to SNEP to verify the integrity of packets transmitting
among BS and CHs. The concept of one-way hash chain seen
in µTESLA is also exploited to provide loose authentication
within clusters. Wang et al. [5] focus on secure routing and
provide secure directed diffusion(SDD) to securely diffuse
data, but SDD has not considered with the in-network aggre-
gation as a goal. Ferreira et al. [6] devise symmetric key based
security extensions for LEACH [20], a WSN routing protocol
which dynamically and periodically rearranges its clustering.

Mechanisms to overhear neighbor communication in a
wireless channel have been used to minimize the effect of
misbehaving nodes in mobile ad hoc network [8]- [9]. In
the watchdog scheme [8], the sender of a packet watches the
behavior of the next hop node for that packet. If the next hop
node drops or tampers with the packet, the sender announces
it as malicious to the rest of the network. While Watchdog
focuses on packet forwarding misbehavior, SCAN [9] aims
at monitoring both routing and packet forwarding activities
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of each node. Su et al. [7] propose intrusion prevention
and intrusion detection approaches for homogeneous clustered
sensor networks which rotate the role of cluster head over
all the nodes. DICAS is proposed in [10] to mitigate attacks
against control traffic by detection, diagnosis, and isolation of
malicious nodes in homogeneous sensor network.

Several existing works [11]- [13] have considered secu-
rity issues in heterogeneous sensor network. In Traynor et
al. [11], an unbalanced hybrid pair-wise key establishment
scheme is proposed for heterogeneous sensor networks, where
security is provided through the leveraging of an distribution
of symmetric keys. Oliveira et al. [12] propose solution that
relies exclusively on symmetric key schemes and is suitable
for networks with an arbitrary number of levels. However,
this solution protects the network from external attacks only.
Bohge and Trappe [13] propose an authentication framework
for a concrete 3-tier network organization. In their solution,
only the sensor nodes in the lowest tier do not perform public
key operations.

In comparison with the pre-mentioned proposals, ROSS
aims to provide robust and efficient security support for the
network-layer security issues of HCSNs. It encompasses pre-
vention, detection, and reaction mechanisms to protect control
traffic and data traffic from both external attacks and compro-
mised nodes. Security analysis and performance simulation
results show that ROSS can effectively resist various attacks
with flexible and efficient security mechanisms.

6. CONCLUSIONS ANDFUTURE WORK

Most existing security schemes of sensor networks are
not suitable for HCSNs because of the unique properties of
HCSNs. In this paper, we propose ROSS, a resource oriented
network-layer security solution which is customized for HC-
SNs. ROSS contains proactive cryptography mechanisms and
reactive mechanisms to provide a multiple defense solution
for the network layer. Both security analysis and performance
cost evaluation have confirmed that the effectiveness and
efficiency of ROSS meet the predefined standard in protecting
the network layer of HCSNs.

However, ROSS is designed for static sensor networks
where nodes cannot move. The remaining work in the future
is to develop a dynamic mechanism which can adapt to mobile
situations.
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